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The purpose of this policy is to state the principles adopted by Abbeygate Sixth Form College to ensure
that all personal data collected about staff, students, parents/carers and visitors is stored and processed
in accordance with the General Data Protection Regulations (GDPR) 25th May 2018. The policy applies to
all personal data, regardless of whether it is in paper or electronic format and describes the
responsibilities of staff towards personal information. It also defines the rights of staff and students and
their families to access their own records.

1. Introduction

Our college processes personal information relating to students, staff and visitors and therefore is a data
controller and a data processor for many types of data. Abbeygate Sixth Form College, as an academy of
Suffolk Academies Trust, is registered as a data controller with the Information Commissioner’s Office and
we renew this registration annually.
Abbeygate Sixth Form College complies fully with the following Data Protection Act principles, which state
that personal data must be:
• Fairly and lawfully processed
• Processed for limited, necessary and lawful purposes
• Adequate, relevant and not excessive
• Accurate
• Not kept longer than is necessary
• Processed in accordance with an individual’s rights
• Processed and kept in a secure manner
• Not transferred without adequate protection
Suitable and sufficient technological and organisational methods of maintaining the integrity of a data
subjects personal data is at the heart of achieving these principles.

2. Roles and Responsibilities
2.1.

The Chair of the Local Governing Body (LGB) is ultimately responsible for the adherence to the
articles of law with regard to data protection processes. The Chair may act as the highest point
of escalation with regards to this adherence. The Chair will delegate the day to day functions
for data protection to the Principal who in turn can nominate other staff to coordinate the
necessary functions within the college. The Principal has the responsibility of ensuring
compliance with policies and procedures agreed.

2.2.

All managers are responsible for ensuring that staff are aware of and abide by this policy and
associated procedures.

2.3.

The Data Protection Officer (DPO) will conduct data audits, support staff with Data Protection
Impact Assessments and monitor compliance across the college. The DPO
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will act in the interest of the data subject; cooperate and act as a point of contact with the
supervisory body, as well as grant Subject Access Requests and oversee the breach reporting
process.
2.4.

All staff are responsible for ensuring that any personal data which they hold is kept securely, and
personal information is not disclosed in any way and to any unauthorised third party. They must
also report breaches and model best practice.

2.5.

Abbeygate Sixth Form College will keep a record of staff authorised to access, process or use any
personal information on staff or students.

2.6.

The LGB of Abbeygate Sixth Form College has adopted Department for Education (DfE)
guidelines on the disclosure of student records under the General Data Protection Regulations
(GDPR).

2.7.

The college will make all parents/carers and all students attending Abbeygate Sixth Form College
aware of a summary version of the Privacy Notice and draw attention to this through notices to
students and other home/college communications.

2.8.

Abbeygate Sixth Form College will place a copy of the full Privacy Notice on the non-password
protected area of its website with a notice explaining that a paper copy is available on request.

2.9.

Abbeygate Sixth Form College staff will be formally trained in suitable and sufficient data
protection awareness and best practice for the organisation. This will be refreshed annually.

3. Legislative Framework
•
•
•
•
•
•
•
•
•

The Data Protection Act 1998;
Freedom of Information Act 2000;
The Education (Student Information) (England) Regulations 2005;
Data Protection (Subject Access Modification) (Education) Order 2000.
The Children’s Act 1989.
Education Act 2005
Learning and Skills Act - 2000
Children Act 2004 and subsequent orders
Every Child Matters: Change for Children – 2004

4. Responsibilities of Staff
4.1.

Information about Staff

All staff are responsible for:
•
•

4.2.

Checking that any information they provide to Abbeygate Sixth Form College in connection
with their employment is accurate and up-to-date.
Informing Abbeygate Sixth Form College of any changes to information which they have
provided, i.e. change of address. The college cannot be held responsible for any errors unless
the staff member has informed us of them.

Information about students

All staff must comply with the following guidelines:
All staff will process data about students on a regular basis, when marking registers, writing reports or
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references, or as part of a pastoral or academic supervisory role. Abbeygate Sixth Form College will
ensure, through the enrolment process, that all students give their consent to this process and are
notified of the categories of the process, as required by the 1998 Act. The information that staff deal
with on a day-to-day basis will be ‘standard’ and will cover categories such as:
• General personal details such as name and address.
• Details about class attendance, course work marks and grades and associated comments.
• Notes of personal supervision, including matters about behaviour anddiscipline.
4.3.

Information about Others

All staff must exercise the same robust considerations to data that may be retained, processed or
shared, when this involves other individuals who are not directly employed staff or students. Examples
of these could include:
Parents, Carers, relatives, etc.
Contractor Staff information
Governors
Visitors and Guests

•
•
•
•
4.4.

Security of Information

Staff will be responsible for ensuring that all personal data is kept securely and in accordance with the
Abbeygate Sixth Form College Acceptable use of ICT Equipment policy if held on electronic media. Staff
must ensure that personal data is:
•
•
•
•
•

Placed in lockable storage if on physical media.
Passwords to any electronic media should conform to the requirements of the above Policy
Unattended ICT equipment should be left logged out or locked.
ICT equipment used off-site must be password protected.
Data files on removable storage or within email attachments used off-site and containing
personal data must be password-protected.

5. Subject Access Requests
5.1.

The College will comply with requests for access to personal information as quickly as possible
but will ensure that it is provided within the specified allowed time of 30 days unless there is
good reason for delay.

5.2.

All individuals have the right to request access to information the college holds about them. This
can be requested via the Subject Access Request form located on our website.

6. Educational Record Requests
6.1.

Students are entitled to have their educational records disclosed to them within 15 college days
of making a written request.

6.2.

Parents are entitled to have their child's educational records disclosed to them, free of charge,
within 15 college days of making a written request.

7. Material Exempt from Disclosure
7.1. A Subject Access Request may be refused or items that fall under this request may be withheld in

certain circumstances;
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•
•
•
•
•
•
•

Where an individual who is not the intended data subject is referred to;
If information might result in serious harm physically or,
The mental health of the individual or another may be seriously affected;
If information would reveal that a child is at risk of abuse;
If the information is not in the individuals best interests;
If information contains adoption of parental order records;
If the information may form part of that given to a court for proceedings, e.g. a report.

7.2. Data held under the Education Act may be transferred to another educational establishment. They

also allow, in some cases, for a record about a student from a third party, such as a letter from a
parent or another student or a local shopkeeper, to be disclosed. Disclosure is permissible if the
record does not allow for identification of the third party. If the record does allow the third party to
be identified, it may still be disclosed if the third party gives consent or, in the circumstances, it is
reasonable to allow disclosure without seeking that consent.

8. Breaches
The DPO will receive breach reports, and act on these in line with the Breach procedure. This may result in
a formal report to the ICO depending on the level of breach that has occurred. Currently this threshold is
defined as ‘the breach is likely to result in a risk to the rights and freedoms of individuals’. Final judgement
on if a breach should trigger a formal report is made by the DPO acting on behalf of the best interests of
the data subject.
A personal data breach means a breach of security leading to the destruction, loss, alteration,
unauthorised disclosure of, or access to, personal data.

9. Third Party Contractors
Abbeygate Sixth Form College engages with a wide range of suppliers and supplies personal data to these
organisations or other bodies and individuals who process this as needed for the purposes of delivering
their service. All such entities must be compliant with current GDPR practice to authorise them to be in
receipt of and engage in processing of same.
A process of ratification is used to provide a list of approved suppliers. New entities must undergo this test
to assure Abbeygate Sixth Form College of their full intentions to safely and securely access and process this
data. A Third-Party Contractor Procedure exists to detail how this takes place.
Only European Economic Area (EEA) states and a handful of other countries are bound by GDPR. Business and
others outside these territories must be carefully scrutinised to ensure compliance to the correct standard.
The DPO should advise on permissible companies depending on the location of their base of operations.
Subcontractors in the chain of operations must also be fully complaint.
A full list of organisations whom Abbeygate Sixth Form College sends data to is attached to the privacy
notice.

10. Data Mapping
Abbeygate Sixth Form College will map all flows of data into, around and out of the organisation to ensure
its legal requirement to do so is fulfilled. This will be achieved under the Data Privacy Impact Assessment
(DPIA) procedure. Data Protection Audits and Risk Analysis form a key part of this procedure. How thirdparty companies will be involved with the data map is also incorporated and is available on request.
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11. Privacy Notice/ Fair Processing Notice
A public notification is available known as a ‘Privacy Notice/ Fair Processing Notice’. This will describe why,
how, where and who else uses specific types of data processed and controlled by Abbeygate Sixth Form
College. This document is available on request and as the primary focus of the organisation is education a
shorter student version is posted on the website detailing only the aspects of data control and processing
relating to students, parents/carers and directly associated entities.

12. Requests for Removal and Rectification
The website hosts an online form that allows individuals who wish to have their data removed or updated
this opportunity. Where the capabilities exist to grant these requests, this will be actioned in line with the
college Retention procedure.

13. Retention
A ‘Retention’ procedure details how long personal data of any kind is stored for. Originators or acceptors of
data in the college must set a reasonable period of retention if data is required to be stored. A general rule
of good practice should be followed to ensure that data is removed, anonymised and redacted after the
shortest period of time possible. Suitable retention periods can be discussed with the DPO. Some data may
have restrictions on retention periods relating to specific pieces of legislation e.g. the Education Act.

14. Data Controllers and Data Processors
Abbeygate Sixth Form College is a both a Data Controller and Data Processor based on the requirements of
its operations.
Control of data extends outside the physical boundaries of its sites of operations. Data may be under joint
control with some of its Third-Party Suppliers.
Abbeygate Sixth Form College will receive data from individuals who are not the Controllers of that data or
from various Controllers themselves. If Abbeygate Sixth Form College and its staff intend to take control of
this data, they must formally document and gain permission from the original Data Controller.
Abbeygate Sixth Form College and its staff may pass on personal data to other bodies and its
responsibilities for data control must be handed to this body, providing authorisation has been sought
from the individuals whose data is being transferred where authorisation is required.
The staff at One Sixth Form College, an academy of Suffolk Academies Trust, assume the role of Data
Controller and Data Processor for the purpose of processing student application and admissions data.

15. Legal Basis for Legitimate Use
Six major conditions are available to validate the need to be able to process a data type and Abbeygate
Sixth Form College will assign a legal basis or reason for each data set it controls or processes from these six
or others that become incorporated into the Data Protection Act.
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